Disaster Recovery 

Students will prepare a readiness plan that accounts for human, natural and technical threats 
Preparation 20 minutes

Activity 60minutes

In this lesson, students will

· Experience the work of a disaster recovery specialist
· Create a disaster recovery plan
Standards

· AASL: 1.1.8, 1.3.1, 1.3.3, 1.3.5, 2.1.4, 2.3.3, 3.1.6, 3.2.2, 3.3.7, 3.4.2, 4.3.4, 4.4.3, 4.4.4, 4.4.5

· ASL/ AECT: 6.2

· C3 Matrix

· ISTE/ NET*S: 5a, 5b, 5c, 5d, 6a, 6b, 6c, 6d

· 21st Century Skills: 4.1, 4.2, 4.3, 5.2, 6.2, 6.3, 7.2, 9.6, 10.1, 10.2, 10.3, 11.12, 11.17, 12.3

· National Science Education Standards (Science Content Standards): Science and Technology: Abilities of technological Design, Understandings about science and technology

· Standards for Technological Literacy: 1B, 1D, 1E, 1F, 1G, 1H, 1J, 2E, 2F, 2G, 2K, 2L, 2M, 2N, 2P, 2Q, 2T, 2W, 2Y,  3A, 3C, 3F,  10A, 10B, 10C, 10F, 11C, 12C, 12H, 12J, 12M, 17C, 17G, 17 N

· National Council of Teachers of Mathematics: Process Standards: Problem Solving, Connections, Representation

· Mathematics Common Core: 1, 2, 6, 8

Materials

Handout: Home Disaster Recovery Process

Handout: Researching a Plan that Works for You

Handout: Recovery Checklist

Handout: New Computer Checklist
Pencils

Paper

Computers 

Vocabulary

Authentication: validation of the identity of a person, and the origin of an artifact or a computer program

Cost/benefit Analysis: a review of all the possible protections to determine if the solution is more expensive than the cost to replace or re-create the data or equipment.

Data Security: protects data from corruption or unauthorized access

Disaster Recovery: a set of processes, policies and procedures created to help a business resume normal functions after a problem

Encryption: transforming readable data into an unreadable form until a key is used 

Malware: software programs designed to damage data on a system or provide unauthorized access to data on a computer system

Threat Analysis: a review of possible threats to determine the possibility or the probability that the threats might occur.

Vulnerability: flaw or weakness in a program, system, policy or procedure which can lead to loss of or damage to data

Objectives

Students will

· experience the work of a disaster recovery specialist. [image: image20.png]



· create a disaster recovery plan for their computer systems. 

Linking to Curriculum 

· Science requires hypothesis testing. In disaster recovery it is not good enough to have a disaster recovery plan. The plan must be tested to assure that it will work when needed.
· In government classes, as students are learning about policies that ensure that our government continues, discuss the plans governments make and test to assure the continuity of their data and operations. 
· As research projects, disaster recovery provides good topics. Understanding how governments and aid organizations provide technical solutions during natural disasters can bring current events into the classroom. Social networking has helped families reconnect after disasters. Technology has also helped volunteers and aid organizations provide support in devastated areas. 
	Preparation

	Copy

Handout: Home Disaster Recovery Process
Handout: Researching a Plan that Works for You

Handout: Recovery Checklist

Handout: New Computer Checklist

Materials:
Pencils

Paper

Computers 



	Activity

	Begin a discussion with your students about disaster recovery.


	Students may think about Katrina, the tsunami in Japan or September 11th or other natural disasters. This is a good start because if you had a home or a business in the affected areas you would have to think about how to get your life or business back to functioning again (normal cannot be a goal when discussing disasters)

	Then ask students to talk about what they would need to function daily.
	Food, water, shelter will be on their mind. 



	Steer the discussion towards what you would need if you were responsible for the technology of a business or a family -- Because a disaster recovery specialist is the person in a business who is responsible for getting the business running again.
	List of important systems

List of people to contact

List of technology that would need to be working

A recent full back up of the system



	Describe and discuss this abbreviated disaster recovery process for the students


	· Identify the Threats

· Threats come in human, natural, and technological forms

· Humans can forget their passwords, accidently delete files, or fall prey to scams

· Technical failures like broken hard drives happen all the time

· Natural threats can be from fires, floods or even leaking plumbing

· Assess the Risk /Determine the Likelihood

· For each area, and person these might vary. In California, earthquakes are a threat. Kansas might have tornados. In Maryland, hurricanes might be a problem.  Some students might have portable technology so theft might be a greater issue than for a desktop system. It is not cost effective to address every possible threat so each student needs to identify the top threats for his/her technology

· Compare the Cost to the Benefit 

· Some solutions – such as buying a complete back-up computer system are too expensive to protect from threats. So only the ones that are cost effective should be implemented.

· Prepare a Readiness Plan

· You need to know what to do if there is a technology disaster. So, you will brainstorm the things you will need to know to create this plan

· Test the Plan

· If you don’t test it you will not know if it works when you need it.



	Give students the Home Disaster Recovery Handouts. Allow them to either brainstorm answers to the research questions or if technology is available let them research the answers. Working in teams and then sharing the responses is a good way to get diverse answers to the questions.
	If you do this by brainstorming. Have the students write all possible types of threats on post it notes. Then work together to sort them by the three types of threats. Then ask them to rank the threats. 




Extending the activity

Send the Recovery Checklist and New Computer Checklist home with students to work through with their parents.

Handout: Home Disaster Recovery Process

· Identify the Threats

· Assess the Risk /Determine the Likelihood
· Compare the Cost to the Benefit 
· Prepare a Readiness Plan

· Test the Plan

3 Types of Threats
Human: 

· Loss of life, loss of memory, betrayal of confidence, theft, accidental deletion, hackers, malware, phishing, pharming, fraud, terrorism, theft, loss of equipment
Technical:

· equipment failure, malware, hackers, power failure

Natural: 

· fire, flood, electrical, tornado, earthquake, hurricane, leaking plumbing, 

What are you protecting?

Physical Hardware: keep your technology from being stolen, password protect the system so that even if stolen it is difficult to access the data.

Applications (programs): Keep your applications running well and protected from malware. Update your applications regularly. Update and run malware scanning software daily.

Data (pictures, files, music, saved games, identity information): Protect your system from unauthorized access or destruction. 

Network security: Use a firewall and change default passwords to keep unauthorized users off your system -- Only logon to well known networks.

Handout: Researching a Plan that works for you

	Type of Threat
	Top Three Threats for my technology
	What are you protecting?

Add one or more of the following codes for each threat

1 – Physical

2 – Applications

3- Data

4- Network Security
	What can you do about it?



	Name the top three HUMAN threats that can cause a technology disaster
	
	
	

	
	
	
	

	
	
	
	

	Name the top three TECHNICAL threats that can cause a technology disaster
	
	
	

	
	
	
	

	
	
	
	

	Name the top three NATURAL threats that can cause a technology disaster
	
	
	

	
	
	
	

	
	
	
	


Handout: Recovery Checklist

· Make a list of hardware 

· Computers, cell phones, cameras, etc.

_________________________________________________________________________________________________________________________________________________________________________________________________________Make a list of software 

· Keep all original disks, serial numbers and authorization codes in a safe location

____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

· Create a recovery disc

· Back-up Regularly 

· You only need to back up the files and folders that contain pictures, documents, music, videos, presentations, spreadsheets, notes, saved game files etc. Since you have the discs to reinstall your software programs, you do not need to back this up. However, there are programs (Such as Norton Ghost) that allow you to do a full back up of everything but you will need a hard drive equal to the size in your computer to do this.
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Test your backups in other technology to be sure the data can be retrieved off of them.

(please tear off at dotted line and keep the above list as a reference)
My student ___________________________ and I completed the checklist together. Signed: ___________________________

[image: image22.wmf]Handout: New Computer Checklist
· Install an anti-virus and anti-spyware program (malware) 
· Spyware is loaded on your machine as you surf the web to collect small pieces of information about you without your knowledge. Some of it just remembers what you were looking at so it can re-display the information when you return to the site. Other, more malicious spyware, reports back to its maker with information about you and where you surf, or installing a program on your computer which will redirect you to specific sites as you surf the web.

· These programs can add up and interfere with each other and the way your computer functions. Symptoms of malware include slow computer performance, pop-up ads, a change in your computer’s home page, login screens look different to you, loss of internet, and a delay in the appearance of letters as you type. 

· Turn on the software firewall

· Change the administrator account password

· Most devices – routers, firewalls, computers, printers etc – come with default passwords that are well known to attackers. Change your passwords to prevent this vulnerability.

· Use a strong password that does not use dictionary words, and contains a mixture of numbers, symbols, and upper and lower case letters.

· Create a system restore point

· If something goes wrong, you can get back to this point --a point when your computer was completely clean. 

· In some computers, like those with Windows 7 operating system,  this happens automatically 
· Now connect to the internet and update your operating system and applications

· The latest patches will provide you with the most up-to-date protection from known threats.

· [image: image23.wmf]Using the applications before patching may leave you vulnerable to malware and exploits.
Answers: Researching a Plan that works for you -- 

	Type of Threat
	Top Three Threats for my technology
	What are you protecting?

Add one or more of the following codes for each threat

1 – Physical

2 – Applications

3- Data

4- Network Security
	What can you do about it?



	HUMAN 
	Lost cell phone
	1,2,3
	Record serial number of phone

Make a phone list that includes the cell phone provider and account number

Purchase Insurance for phone

Subscribe to a service that can track your technology and delete everything on it remotely

Use a Password storage service like LastPass.

Keep an encrypted and hidden file with codes for your user names and passwords.

Write down your usernames and passwords and store in a fireproof safe

Be skeptical of everything that you read

Educate yourself about the greatest risks to your computer due to frauds and scams

	
	Forgotten Password
	2,3,4
	

	
	Fraud
	3,4
	

	TECHNICAL 
	Hard drive failure
	1,2,3
	Backup regularly

Store a copy of the backup away from your house

Update and run malware scanning software nightly

Patch operating system and software as necessary

Backup before an install

Buy an uninterruptable power supply

	
	Malware
	2,3,4
	

	
	Power failure in the middle of an installation process
	2,3
	

	NATURAL 
	Hurricane
	1,2,3
	Backup to an online service

Create a system restore or a recovery disc

Insure your computers with your home owners insurance

Keep all software program discs and their codes in one safe location.

	
	Leaking pipe
	1,2,3
	

	
	Lightning strike
	1,2,3
	


Man Made Threats

Students will discuss firewalls as protection from man made threats and examine network traffic to look for man made threats
Preparation 60 minutes

Activity 60minutes

In this lesson, students will
· Discuss firewalls as a first line of defense for an internet connected device.

· Use WireShark to find passwords sent in the clear
· Use WireShark to analyze network traffic
Standards

· AASL: 1.1.8, 1.3.1, 1.3.3, 1.3.5, 2.1.4, 2.3.3, 3.1.6, 3.2.2, 3.3.7, 3.4.2, 4.3.4, 4.4.3, 4.4.4, 4.4.5

· ASL/ AECT: 6.2

· C3 Matrix

· ISTE/ NET*S: 5a, 5b, 5c, 5d, 6a, 6b, 6c, 6d

· 21st Century Skills: 4.1, 4.2, 4.3, 5.2, 6.2, 6.3, 7.2, 9.6, 10.1, 10.2, 10.3, 11.12, 11.17, 12.3

· National Science Education Standards (Science Content Standards): Science and Technology: Abilities of technological Design, Understandings about science and technology

· Standards for Technological Literacy: 1B, 1D, 1E, 1F, 1G, 1H, 1J, 2E, 2F, 2G, 2K, 2L, 2M, 2N, 2P, 2Q, 2T, 2W, 2Y,  3A, 3C, 3F,  10A, 10B, 10C, 10F, 11C, 12C, 12H, 12J, 12M, 17C, 17G, 17 N

· National Council of Teachers of Mathematics: Process Standards: Problem Solving, Connections, Representation

· Mathematics Common Core: 1, 2, 6, 8

Materials

WireShark CD – one for each team of students
Computers 

Wireshark Program on a CD with the Wireshark Captures File
Wireshark video
Handouts
Vocabulary[image: image24.jpg]



ACK (Acknowledgement): a message used in the Transmission Control Protocol (TCP) to acknowledge receipt of a packet.
Firewall: A software or hardware barrier inspects all communication from or to your computer and will allow authorized communications while denying unauthorized ones
FTP: is a way for one computer to send a file to another computer.
Hub: a network device that takes an incoming signal and repeats it to the other devices connected to it. 

Network: interconnected computers and devices

Packets: small bits of data sent over a network

Router: the device that forwards packets from one network to another

Server: a computer that handles network services from computers such as requests for data, email, and files. 
SYN (Synchronize sequence numbers): a notification from the sender to the receiver that this is the first packet of information 
Transmission Control Protocol (TCP) the process on a sending computer and a receiving computer that make sure that everything that was sent was received. 
Objectives

Students will

· Discuss firewalls as a first line of defense for an internet connected device
· Use WireShark to find passwords sent in the clear
· Use WireShark to analyze network traffic
Linking to Curriculum 

· In biology when discussing how viruses and bacteria grow and replicate, WireShark can be discussed. Infected computers can also slow the network traffic just as a virus or bacteria can kill their host. WireShark can help a user determine the source of the slow network. 
· When the students confront the school’s filters and firewalls, you can use this as a teachable moment and discuss that the firewall keeps traffic from coming in as well as going out. This protects the school’s resources from being consumed by students checking their Facebook instead of doing their homework, as well as from hackers trying to get in to use the school’s computers for crimes.  

· In earth and material sciences when discussing porosity and permeability connections can be made to firewalls. Firewalls allow information some data to permeate in and out of the network while keeping other data and access protected.
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	Preparation

	Copy:
Take Home: Firewalls

Handout: Simple Password Sniffing with Wireshark

Handout: If Human Conversations were Described using TCP Language

Handout: How TCP works in the real world

Handout: What does Wireshark Do?

Handout: Now it is Your turn!

Take Home: Wireless networks

Hand out: How do I back-up

Materials:

WireShark CD – one for each team of students
Computers 

Wireshark Program on a CD with the Wireshark Captures File
Wireshark video


	Activity

	Distribute the Handout: Firewalls
Ask students how many of them know if they have a firewall on their computer?

Ask them what a firewall does?
	A software or hardware barrier inspects all communication from or to a computer and will allow authorized communications while denying unauthorized ones. A firewall is like a tunnel with a policeman on each end. The policeman at the entrance to a computer will keep out traffic from the computer network which could be harmful. The policeman on the exit end of a computer will prevent traffic from leaving a computer which will make a computer vulnerable to malware and hackers. 

Firewalls can be software or hardware.

Ask students to go home and verify that the software firewall is working on their computers.

	Connect firewalls to the human threats that you discussed in the disaster recovery session.
	Students should recall that human threats include: Loss of life, loss of memory, betrayal of confidence, theft, accidental deletion, hackers, malware, phishing, pharming, fraud, terrorism, theft, loss of equipment



	Introduce WireShark by connecting it to malware 
Discuss the how a person could know if they had malware on their computer
	It runs slowly
It crashes

Pop-Up Ads 

Home Screen Changes

Cannot access security related websites or virus scanning won’t update

The hard drive light or network activity light blinks frequently

New shortcuts and icons appear 

A lot of bounced back email



	Discuss how if this was a human you could do a blood test or an xray to look for the problem. 

Connect the tools of a doctor to the tools of a computer technician. 
Wireshark is a program that records all the traffic in and out of the computer where the program is installed.
	Students should watch the Wireshark video. 

	Give the students the handout and review the new words – SYN, ACK and Transmission Control Protocol.  


	Watch the video a second time. 



	Give students the CDs with the program and capture files. This program can be run from a CD so it does not need to be installed on the computer. 


	Students should review the capture file to answer the questions from the handout.


Extending the activity

Send the Handout: Wireless Networks and How do I Backup? handout with students to work through with their parents.

Take Home: Firewalls

A software or hardware barrier inspects all communication from or to your computer and will allow authorized communications while denying unauthorized ones. A firewall is like a tunnel with a policeman on each end. The policeman at the entrance to your computer will keep out traffic from the computer network you are connected to which could be harmful to your computer. The policeman on the exit end of your computer will prevent traffic from leaving your computer which will make your computer vulnerable to malware and hackers. A firewall is your first line of defense against attack. 
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Check Your Firewall

Describe step by step how you checked that you have a firewall protecting your computer:

I have the following operating system:

· Windows XP

· Windows Vista

· Windows 7

· Mac OSX or Snow Leopard

_________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Answers: Firewalls
Reminder: Only enable the Windows firewall if you do not have another firewall enabled – for example a security suite

Verifying that the Windows firewall is enabled in Windows XP

1.  Click Start
2. Click Control Panel
3. Click Security Center
4. If Windows Firewall shows On, you are protected

5. If Windows Firewall shows OFF 

a.  Click Recommendations
b. Click Enable Now
c. Click Close
d.  Click OK
Verifying that the Windows firewall is enabled in Windows XP

1.  Click Start button

2. Click Control Panel
3. Click Security
4. If Windows Firewall shows On, you are protected

5. If Windows Firewall shows OFF 

a.  Click Turn windows Firewalls on or off (you will need the administrators rights to do this)

b. Click On
c.  Click OK
Verifying that the Windows firewall is enabled in Windows XP

1.  Click Start button

2. Click Control Panel
3. Click System and Security
4. If Windows Firewall shows On, you are protected

5. If Windows Firewall shows OFF 

a.  Click Turn windows Firewalls on or off (you will need the administrators rights to do this)

b. Click On
c.  Click OK
Verifying that the Windows firewall is enabled in Mac OS X or Snow Leopard

1. Choose System Preferences from the Apple menu. 

2. Click Security. 

3. Click the Firewall tab. 

4. Unlock the pane by clicking the lock in the lower-left corner and enter the administrator username and password. 

5. Click Start to enable the firewall. 

Handout: Simple Password Sniffing with Wireshark

What in the world is she saying?!?!  And…

You want me to do WHAT?!? 
Laura Chappell , the narrator in the video, is talking about Transmission Control Protocol (TCP). This is one way computers talk to one another. The first thing that happens when computers want to talk to each other is called the handshake.

 Establishing a connection (called the handshake): First the sender (the client) sends a SYN to the destination computer (the server) to see if it is listening. The server responds to the sender with a SYN-ACK which confirms that the destination computer is on and is listening. Then, the client sends an ACK back to the server to confirm it got the SYN-ACK

Words to Know

SYN (Synchronize sequence numbers) – a notification from the sender to the receiver that this is the first packet of information 

ACK (Acknowledgement) – a message used in the Transmission Control Protocol (TCP) to acknowledge receipt of a packet.

Transmission Control Protocol (TCP)  -- TCP works on a sending computer and a receiving computer to make sure that everything that was sent was received. The sender is an application program (the client) --like Internet Explorer, Safari, Firefox, or the program you use for email like Outlook or Thunderbird. So let’s use your computer as the sender and the Facebook servers as the receiving server.  (the sender is whoever initiates the conversation)

Handout: If Human Conversations were Described using TCP Language

	What a human says
	Hello!
	Hello! How U doin’?
	How U doin?

	A

Successful Connection
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	What that sounds like in TCP talk
	SYN
	SYN-ACK
	ACK


	What a human says
	Son!?!?! Are you listening to me?!?!
	
	Did you even hear a word I said?

(repeats until she gets a response or just gives up because he took too long to respond)

	An Unsuccessful Connection
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	What that sounds like in TCP talk
	SYN
	
	(Wait 4 minutes for a SYN-ACK then

give up)


Handout: How TCP works in the real world

Your computer sends packets of information to the Facebook server. Then, as the Facebook server gets each packet, it sends a message back to your computer to say it got the packet (called an acknowledgement). It is possible for packets to get lost or come out of order. If your computer does not receive a confirmation that a packet was received, the TCP on your computer resends the lost packets. The TCP on Facebook’s server deletes any duplicate packets it received and reorders all the packets when they all have arrived safely.  All of this packet sending and receiving is called the TCP stream. 

	Your Computer says

“Hello Facebook! I am sending you three packets”
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“Got ‘em all now!”
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	“Hello Back! 

I only got packets one and three!
	Your Computer replies

“GREAT!”
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Facebook says it got packets 1 and three.
	
	
	

	
	Your Computer says

“Here is packet 2 again”
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Handout: What does Wireshark Do?

In the tutorial the instructor opens up a window to use File Transfer Protocol (FTP). FTP is a way for one computer to send a file to another computer. This system of sending files is an old one and has lots of security flaws. One of these flaws is that it sends passwords in clear text. Newer, more secure programs encrypt (converts your password to an unreadable form), however FTP sends the passwords just as you typed them – For anyone to read! However it is a great choice for this example because you will be able to see what the data from a Wireshark capture would look like if any of the programs (applications) you use were to send your passwords in clear text. 
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	Information your computer gets in


	All Recorded by Wireshark
	Information your computer sends out




There are several methods the instructor mentions if you want to look at network traffic other than on your own computer. This should only be done if you are a true forensics investigator, law enforcement, or a network administrator. This is because the Wireshark program has to be running on the computer where you are trying to capture the data. The program records all communications from your computer and all the communications into your computer so it has to be in the data path. Imagine Wireshark as the answering machine that records all calls in and out of your house or office building – the phone line is like a physical data path. The terms she used – network tap, hub out, span switch ports, or setting the wireless adapter to promiscuous mode (in addition to the AirPcap adapter which you have to pay for) – are only mentioned here so that it clarifies the jargon she uses to describe ways of putting the Wireshark program in the data path. 
Handout: Now it is Your turn! 
Watch the tutorial.  Then….

Can you find the clear text passwords in the sample file? 
Try it out!

1. Open Wireshark from your thumb drive/CD

a. Double click on the WireShark Folder

b. Double click on the WiresharkPortable installer.

c. Click Run, on the first screen.

d. Click Cancel, and Yes on the next screens – Wireshark Portable will start without installing on the hard drive.

2. Once the Wireshark program has launched

a. Click on File and select Open (or click open in the middle)

b. Choose the Sample Capture.pcap  file from the thumbdrive/CD

3. Review the file to find all the clear text passwords. If you need to watch the tutorial again, a copy is on your thumb drive.

List all the clear text passwords you find here:

________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

If you have time, review the file telnet-cooked.pcap to investigate whether telnet sends its password in clear text. What other clients (applications or programs such as sftp, rsh, ssh, http, https) send clear text passwords. 

If this was your computer, what would you do?


Simple Password Sniffing with Wireshark

What in the world is she saying?!?!  And…

You want me to do WHAT?!? 
List all the clear text passwords you find here:

Answers:  Username is bob.  Passwords tried are smith, bottle, apple, and microwave.

Telnet: Username: fake, Password: User

Sftp, ssh, and https are secure protocols.  Rsh and http are not

I would not use these clients on my systems.  I would use secure protocols.
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Take Home: Wireless networks

What is a Wi-Fi hotspot?

Many public locations such as restaurants, hotels, businesses and schools provide wireless access to the Internet. Some require a credit card to provide access but others are free. If your computer is equipped with a Wi-Fi network adapter it will automatically scan for wireless networks within range.

How to use hotspots safely

· Connect only to legitimate wi-fi hot-spots - "Know your network" Research the public hotspot service provider and only connect to reputable ones. Be wary of networks called  “Free Wi-Fi” in public places it is normally a cybercriminal trying to get access to your information. 

· Verify that a restaurant, hotel or other site actually offers Wi-Fi. Cybercriminals will name their sites to fool anyone looking for free Internet.

· If you know where you are going and they have paid access, try to sign up from home or work so that you are not providing your credit card number over the unsecured network.

· Encrypt sensitive data or don’t send it at all

· Right-click the file or folder that you want to encrypt, and then click Properties.

· On the General tab, click Advanced.

· Check the box that says, "Encrypt contents to secure data check."

Disable Wi-Fi Ad-hoc Mode

· In the Network Connections menu, click "Wireless Network Connection." 

· Click "change the settings of this connection" 

· Wait for the Windows Network Connection Properties window to open. 

· Click the little tab that says "Wireless Networks" 

· In that tab, click "Advanced" 

· In the "Advanced" window, click "Access point (infrastructure) networks only" 

Tips to remember

· Use and update your Anti-virus software 

· Use a firewall 

· Update your operating system 

· Make folders private

· Password protect important files

· Beware of your surroundings, a criminal may just steal your technology instead of trying to get your data.

· Turn off file sharing and printer sharing

· If you are not using the internet turn off the wifi when using your internet capable computer.

How do I back-up?

You can back-up your important files to a USB thumb drive or a DVD. There must be enough space on your drive for all your files to fit.

1. Click on start

2. Click on Computer
3. Click on the Documents library

4. Click the control key and the A key at the same time

5. Right click on the list of folders

6. Right click, and select Send To from the menu

7. Choose the device you want to use for your backup

8. Repeat for your music, pictures and video libraries

Check-up Checklist

· We have the following anti-malware software on our computer

· ___________________________________________________
· The last time my computer was scanned by the anti-malware software was

· ___________________________________________________
· The folders I would want to back-up are

· _______________________________________________
Disaster Recovery


Most individuals and almost every organization or corporation has electronic data that must be backed up, stored, and secured. 


Federal laws, and organizational policies have been created to prepare for disaster recovery and crisis management. 


Professionals train to protect their organizations from threats, attacks, and natural disasters. These individual create long-term plans with every individual in the organization. 


Professional disaster recovery experts need to be able to react quickly and calmly in an emergency. 


The same skills a disaster recovery expert uses to protect an organization can be used by an individual to protect their data at home. This lesson also connects to current events to facilitate discussions about communication in the event of an emergency. 





This activity is anchored by a video created by Laura Chappell. She is the president of WireShark University and the author of the Wireshark Certified Analyst Exam Official Exam Prep Guide. 


Wireshark is a free packet sniffing software that is used by many organizations and businesses. A packet sniffer is like a tape recorder that records all communications coming in and out of your computer. This recording is called a capture file. This software can let you know if your computer is infected with a type of malware that sends information from your computer without your authorization. 


You can also use Wireshark to let you see if any of the sites you use lets you send information in clear text. This could be dangerous if you are sending usernames and passwords, or privacy information such as credit card or social security numbers without encrypting them. 








Oops! Where are you going packet #2?
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